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i TITLE 

- 2 METHOD FOR AUTOMATICALLY VERIFYING SECURITY CODE OF 

3 COMPUTER SYSTEM OPERATED BY REMOTE CONTROLLER 

4 CLAIM OF PRIORITY 

5 

6 [0001] This application makes reference to, incorporates the same herein, and claims all 

fy benefits accruing under 35 U.S.C. §119 from my application entitled AN AUTOMATIC 

' 3 SECURITY CODE VERIFYING METHOD OF A COMPUTER SYSTEM OPERATED BY A 

}9 REMOTE CONTROLLER filed with the Korean Industrial Property Office on 2 March 2000 and 

H there duly assigned Serial No. 2000- 1 0443 . 

p BACKGROUND OF THE INVENTION 

Hi Field of the Invention 

13 [0002] The present invention generally relates to a computer system. More specifically, the 

14 present invention is directed to a method for automatically verifying a security code of a 
is computer system that is operated by a remote controller. 

1 6 Background of the Invention 

17 [0003] A remote controller has widely been used to control operations of various electronic 
is products such as a television, an audio player system, and a video player system. Recently, the 
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remote controller has been used to remotely control operations of a computer system for 
achieving more expedient user interface. 

[0004] A recent computer system has a power-saving characteristic, which selectively 
switches off a main power supplied to a specific component when the system is in an idle state. 
A conventional power management circuit monitors a keyboard, a mouse, and other system 
components as a sign of activity. If no activity is found in the system components for a 
predetermined time, the power management circuit turns off a main supply power, enabling the 
system to enter a stand-by mode. As a supply power in the stand-by mode, a stand-by power of a 
low current is supplied to a stand-by power logic circuit. The stand-by power logic circuit serves 
to enable the system to exit from the stand-by mode in response to a wake-up activity. A 
specification associated with the power management of the foregoing computer system is 
disclosed in "Advanced Configuration and Power Interface (ACPI) Specification", Intel, 
Microsoft, and Toshiba, published on December 22, 1996. 

[0005] In general, users would set a security code in their computer systems so as to save a 
power or achieve security. For example, there is a function to verify a security code when the 
computer system returns from a screen saver state or a power saving mode to a use environment. 
When a computer system is switched from a stand-by state such as a sleep state to a wake-up 
state without setting a security code therein, the computer system would meet a problem in a 
security-needful place. To overcome such a problem on security, operating system (OS) 
programs such as Microsoft Windows 95 or Windows 98 provide a function to verify a security 
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code when a computer system exits from a stand-by state. 

[0006] However, if the verify function is performed when the computer system is woke up 
from the stand-by state> a user must directly input a security code through a keyboard. Even if a 
remote controller for an expedient user interface is provided, the above controller is inconvenient 
for the user unless a device/method specifically modified in circuitry/software would be provided 
in the computer system. So to speak, an advantage of the remote controller for controlling the 
computer system more conveniently is reduced. In this case, it is impossible to entirely and 
remotely control the computer system using the remote controller. Therefore, a method of 
verifying a security code more conveniently is needed when a computer system having a security 
verify function is controlled by a remote controller. 

SUMMARY OF THE INVENTION 
[0007] It is an object of the present invention is to provide a method of more conveniently 
verifying a security code of a computer system whose operations are controlled by a remoter 
controller. 

[0008] It is also an object to provide a method of verifying a security code or password of a 
computer whose operations are controlled by any one of a plurality of remote controllers. 
[0009] It is further an object of the present invention to provide a computer that can receive a 
password or a security code from a wireless remote control when going from a stand-by state to a 
normal mode of operation. 
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[0010] It is yet an object of the present invention to provide a computer that has many remote 
controls from which the computer can accept a password or a security code in order to bring the 
computer from a stand-by state to a normal mode of operation. 

[0011] To achieve the above and other objects of the invention, there is provided a method and 
apparatus of verifying a security code set in a computer system whose operations are controlled 
by a remoter controller. Security code verify initiation data is generated to initiate a function to 
verify the set security code therein. When a security code is input to a security verification 
means, it is checked whether the set security code and the input security code are matched with 
each other. If matched, an operation state of the computer system is converted into a normal 
state. When the initiation data is generated by the remote controller, a shell program 
automatically inputs the input security code to the security verification means. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0012] A more complete appreciation of the invention, and many of the attendant advantages 
thereof, will be readily apparent as the same becomes better understood by reference to the 
following detailed description when considered in conjunction with the accompanying drawings 
in which like reference symbols indicate the same or similar components, wherein: 
[0013] Fig. 1 is a perspective view showing an appearance of a computer system having a 
remoter controller in accordance with a first embodiment of the present invention. 
[0014] Fig. 2 is a block diagram showing a circuit construction of a computer system 
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including a remote controller and a remote control signal receiver shown in Fig. 1. 

[0015] Fig. 3 schematically shows a circuit construction of the remoter controller shown in 

Fig. 2. 

[0016] Fig. 4 schematically shows a circuit construction of the remote control signal receiver 
shown in Fig. 2. 

[0017] Fig. 5 hierarchically shows a software and hardware construction of the computer 
system shown in Fig. 2. 

[0018] Fig. 6 is a state view showing transitions of power states of a computer system with a 
power management function. 

[0019] Fig. 7 is a flowchart showing the steps of verifying a security code when the computer 
system returns from a stand-by state to a normal state in accordance with the first embodiment of 
the invention. 

[0020] Fig. 8 is a block diagram showing a construction of a multi-user computer system in 
accordance with a second embodiment of the present invention. 

[0021] Fig. 9 shows a memory area of a hard disk in the multi-user computer system shown in 
Fig. 8. 

[0022] Fig. 10 is a flowchart showing the steps of verifying a security code of the multi-user 
computer system shown in Fig. 8. 

DETAILED DESCRIPTION OF THE INVENTION 
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[0023] A new and improved computer system includes a remote controller to generate a 
remote control signal for remotely controlling the computer system, a remote control signal 
receiver to receive a remote control signal generated from the remote controller, and a shell 
program to execute various remote control operations by means of the remote controller. The 
shell program serves to automatically input a security code transmitted from a remote controller, 
if a security verify operation is carried out when the computer system goes from a stand-by state 
to a normal state by the remote controller. Therefore, a security code input operation is 
automatically carried out to enhance convenience of a user. 

[First Embodiment] 

[0024] An appearance of a computer system having a remote controller is shown in Fig. 1. 
And, a construction of the computer system including a remote controller and a remote control 
signal receiver is schematically shown in Fig. 2. 

[0025] Referring to Fig. 1 and Fig. 2, a computer system 200 can be driven by a power switch 
210 of a computer, and can remotely be driven by a remote controller 300, In other words, a 
remote control signal generated from the remote controller 300 is transmitted to a remote control 
signal receiver 400 embedded in the computer system 200, controlling operations of the 
computer system 200. The receiver 400 is coupled to a general purpose 10 (GPIO) 252 mounted 
in a PCI-to-ISA bridge 250 (see Fig. 5) and a shell program 293. The GPIO 252 serves to 
transmit state information of the computer system 200 from the shell program 293 to the receiver 
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400. The receiver 400 receiving the state information carries out a power-related remote control 
through a power supply 280 (see Fig. 5) and a system power management 251 (see Fig. 5) 
coupled to a power switch 210 (see Fig. 5). 

[0026] Particularly, the remote controller 300 and the remote control signal receiver 400 
associated therewith have an identical security code for verifying an authentic user. The remote 
control signal generated from the remote controller 300 is transmitted together with the security 
code. Only when these security codes are matched with each other, the computer system 200 can 
remotely be controlled by the remote controller 300. 

[0027] A circuit construction of the remote controller 300 shown in Fig. 2 is schematically 
shown in Fig. 3. The remote controller 300 includes an EEPROM 320 for storing a security code, 
a microcontroller 310 for generating a computer remote control instruction, a remote control 
signal transmitting circuit 330 for transmitting the instruction to the receiver 400, and a battery 
340 for supplying an operating power of the remote controller 300, The microcontroller 310, 
which is coupled between the EEPROM 320 and the transmitting circuit 330. serves to generate a 
remote control instruction and control sequential operations for transmitting the instruction 
through the transmitting circuit 330. 

[0028] A circuit construction of the remote control signal receiver 400 is schematically shown 
in Fig. 4. The remote control signal receiver 400 includes an EEPROM 420 for storing a security 
code, a remote control signal receiving circuit 430 for receiving a remote control instruction from 
a remote controller, and a microcontroller 410 coupled between the EEPROM 420 and the 



Page 7 of 22 



PATENT 
P56295 

receiving circuit 430. The microcontroller 410 receives a remote control instruction, and checks 
whether a security code of the remote controller 300 is matched with that stored in the EEPROM 
420. If matched, the microcontroller 410 controls the remote control instruction to be executed. 
[0029] A hardware/software construction of the computer system 200 shown in Fig. 2 is 
hierarchically shown in Fig. 5. The computer system 200 has a hierarchical structure that is 
composed of a hardware layer 500, a BIOS layer 510, an operating system layer 520, and an 
application layer 530. 

[0030] The hardware layer 500 includes a PCI-to-ISA bridge 250, a supper I/O 265, and a 
remote control signal receiver 400. The PCI-to-ISA bridge 250 is roughly composed of a system 
power management 251 and a GPIO 252. A power supply 280 and a power switch 210 are 
commonly coupled to the system management 251. 

[0031] The BIOS layer 510 includes a basic input/output system (BIOS) 260. The operating 
system 520 includes an operation system program 295 such as Microsoft Windows 95 or 
Windows 98, and a virtual keyboard driver VxD 290. The application layer 530 includes a shell 
program 293 composed of the VxD 290 and a launcher 292 serving to automatically execute a 
program. Functions performed by the shell program 293 are previously stored in a specific area 
of the BIOS 260. 

[0032] If a security code is set in a computer system for power saving or security and a 
function to verify the security code when a computer exists from a stand-by state to a normal 
state is provided to the system, the shell program 293 directly transmits a security code, which is 
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transmitted from a remote controller 300, to an OS program 295. As a result, although a user 
does not input the security code through a keyboard, the security code automatically inputs to 
carry out a security code verify operation. 

[0033] A state view showing transitions of power states of a computer system having a power 
management function is shown in Fig. 6. The power states are classified into a normal state, a 
stand-by state, and an off state. 

[0034] For example, when the computer system 200 is in the off state, if a power is applied by 
a remote control signal transmitted from the remote controller 300 or a power switch 210 
mounted upon a body of the computer system 200, the computer system 200 is booted and enters 
the normal state. On the other hand, if the power is shut off by a remote control signal or the 
power switch, a power state of the computer system 200 is converted into the off state from the 
normal state. 

[0035] When the computer system 200 is in the normal state, if the remote control signal is 
transmitted from the remote controller 300 to the remote control signal receiver 400, the 
computer system 200 enters the stand-by state. Alternatively, if data does not input from a data 
input device such as the keyboard 100 for a predetermined time, the power state of the computer 
system 200 is converted into the stand-by state from the normal state by the power management 
- function. On the other hand, when the computer system 200 is in the stand-by state, if data inputs 
from one of the data input devices such as the mouse 1 10 or the remote controller 300, the power 
state thereof is converted into the normal state from the stand-by state. 
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[0036] As described above, if a security code is set in a computer system and a function to 
verify the security code is provided to the system in existing from a stand-by state to a normal 
state, power-state transition of the system will be performed as follows. A user password or 
security code is commonly stored in EEPROM 320 of the remote controller 300 and in EEPROM 
420 of computer system 200. When a user presses a key (e.g., power key) of the remote 
controller in order to bring the computer from stand-by mode to normal mode, the security code 
stored in the EEPROM 320 within the remote controller 300 is automatically transmitted through 
the remote control signal transmitting circuit 330 to the computer system. Remote control 
receiver 400 receives the security code from the remote controller 300, checks whether or not the 
received code is identical with the security code stored in its EEPROM 420, and, if so, resumes 
the computer system so that the computer enters the normal mode from the stand-by mode. Like 
this, the computer system of the invention can be converted from its stand-by mode into its 
normal mode by use of an authorized remote controller(s). If transition to a normal state is 
performed by an input of the remote controller 300, the shell program 293 directly transmits the 
security code verify function, which is transmitted from the remote controller 300, to the OS 
program 295. Thus, after performing a security code verify operation on the basis of this security 
code, the OS program 295 returns the. power state of the system to the normal state. All 
operations of these sequential steps are automatically performed by control of the shell program 
293 without manipulation except the remote controller 300. 

[0037] If transition to the normal state is performed not by the remote controller 300 but by 
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another input device, the OS program 295 displays a message saying "input a security code" on a 
screen of a monitor 120. In this case, a user directly inputs a security code using the keyboard 
100. Then the OS program 295 checks whether the input security code is matched with the preset 
security code. If matched, the power state returns to the normal state. 

[0038] When a power state of a computer system returns from a stand-by state to a normal 
state, a security code verify operation flow is illustrated in Fig. 7. In step SI 00, it is checked 
whether data is input within a predetermined time. If data is not input, step SI 00 proceeds to step 
SI 10 wherein a screen save function that an OS program supports is performed. 
[0039] In step SI 20, it is checked once again whether data is input within a predetermined 
time. If data is not input, step SI 20 proceeds to step SI 30 wherein the power state is converted 
into a stand-by state. If data is input, step SI 20 proceeds to step SI 50 wherein it is checked 
whether the data is input from a remote controller. If the data is input from the remote controller, 
step SI 50 proceeds to step SI 60 wherein a security code automatic input and verification 
function is performed. This is achieved by making the shell program transmit the security code, 
which is input from the remote controller, to the OS program. If the function is finished in step 
SI 60, the power state returns to the normal state in step S200. 

[0040] After the power state of the computer system is converted into the stand-by state in step 
S130, step S130 proceeds to step S140 wherein it is checked once more whether the data is input 
within a predetermined time period. If the data is not input, step SI 40 returns to step SI 30 
wherein the power state remains in the stand-by state. If the is data input, step S140 proceeds to 
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step 150 wherein the foregoing step of verifying the security code according to a type of the 
input device is performed. 

[0041] As described above, if the power state of the computer system is converted into the 
normal state from the stand-by state by the remote controller, the shell program automatically 
inputs the security code, which is transmitted from the remote controller, to the OS program. 
Thus, although a user does not input a security code using a keyboard, an automatic security code 
verification function is performed to enable the user to perform the steps of verifying the security 
code more conveniently. 

[Second Embodiment] 

[0042] Now, a second embodiment of the present invention will be described in, for example, 
a multi-user computer system hereinafter. According to the second embodiment, a multi-user 
system automatically performs a security code verification operation when a computer system 
goes from a stand-by state to a normal state by operation of a remote controller. Therefore, a 
security code input operation that a user must input using an input device such as a keyboard is 
automatically performed to enhance convenience of the user. 

[0043] A construction of a multi-user computer system according to the second embodiment 
of the invention is schematically shown in Fig. 8. A multi-user system 600 cordlessly accesses to 
a plurality of remote controller 700, 710, 720, and 730. A plurality of users can remotely control 
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the system 600 using their remote controllers 700, 710, 720, and 730, respectively. The system 
600 includes a remote control signal receiver 610, a GPIO 620, and a shell program 630. Basic 
operations to process an input of a remote control signal in the computer system 600 according to 
the second embodiment are identical to those in the computer system according to the first 
embodiment. Similar to the first embodiment, the remote control signal receiver 610 is composed 
of a microcontroller, an EEPROM, and remote control signal receiving circuits. Each password 
of multi-users is stored in the EEPROM, and is used to verify a password during inputting the 
remote control signal. As a difference between the first and second embodiments, a method for 
processing an input of a remote control signal that inputs from a plurality of users will now be 
described more fully hereinafter. 

[0044] A memory area 800 of a hard disk in the multi-user computer system 600 is shown in 
Fig. 9. The memory area 800 is classified into a save-to-disk (STD) area 810 and a generic area 
820. When the system 600 is in the STD, contents of a main memory are stored in the STD area 
810. The STD area 810 is divided into a plurality of areas 811,812, 813, and 814 whose sizes are 
equal to each other. The number of the area 811, 812, 813, and 814 corresponds to that of the 
multi-users. The generic area 820 is a generic hard disk storage area in which an operating 
system, application programs, data, etc. are stored. 

[0045] A security code verification flow of the multi-user system 600 is shown in Fig. 10. 
Security code verification operations are controlled by a microcontroller embedded in a remote 
control signal receiver 610. If a remote control signal is received from remote controllers 700, 
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710, 720, and 730, it is checked whether a password match occurs in step S300. In other words, 
whether a user's password registered in the received remote control signal is checked. If the 
received remote control is signal input from a registered user, a system state is checked in step 
S3 10. If the system state is a normal state, step S3 10 proceeds to step S320 wherein it is checked 
whether the received remote control signal is input from a current user. If the remote control 
signal is not input from a current user, step S320 proceeds to step S3 30 wherein the input of the 
remote control signal is ignored. If the remote control signal is input from a current user, step 
S320 proceeds to step S340 wherein a process corresponding to the remote control signal is 
performed. 

[0046] If the system state is in the stand-by state, step S3 1 0 proceeds to step S3 50 wherein it is 
checked whether the input signal is coming from the current user. If the input signal is coming 
from the current user, step S350 proceeds to step S360 wherein the system is woke up. If the 
input signal is not coming from the current user, step S350 proceeds to step S370 wherein a save- 
to-disk (STD) is performed to the current user. In step S3 80, it is checked whether a remote 
control signal input to a computer comes from the same remote control that booted the computer 
in the first place. If the remote controls are the same, step S3 80 proceeds to step S390 wherein 
the computer is returned to normal mode from stand-by mode. If the remote control in use is 
different from the one used to boot the computer, step S3 80 proceeds to step S400 wherein the 
system is normally booted. 

[0047] If the system is in a power-off state, step S3 1 0 proceeds directly to step S400 wherein 
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the system is powered on and booted. Similar to the first embodiment, a procedure of checking a 
password in steps S360, S390, and S400 automatically inputs. Therefore, a user does not have to 
perform a procedure of inputting a password. 

[0048] As described so far, when operations are controlled by a remote controller in a single- 
user or a multi-user computer system, a method of verifying a security code can be more 
simplified. And, a user does not have to input a password in person. 

[0049] The invention has been described and its operation detailed. When a person skilled in 
the art reads the foregoing description, alternatives and equivalents within the spirit and intent of 
the invention will be apparent. Accordingly, it is intended that the scope of the invention be 
limited by he claims that follows. 
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